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In vehicular ad hoc network (VANET), vehicles equipped with computing, sensing, and
communication capabilities can exchange information within a geographical area to
distribute emergency messages and achieve safety system. Then how to enforce fine
grained control of these messages and ensure the receiving messages coming from the
claimed source in such a highly dynamic environments remains a key challenge that
affects the quality of service. In this paper, we propose a hierarchical access control with
authentication scheme for transmitted messages with security assurance over VANET. By
extending ciphertext-policy attribute-based encryption (CP-ABE) with a hierarchical
structure of multiple authorities, the scheme not only achieves scalability due to its
hierarchical structure, but also inherits fine-grained access control on the transmitted
messages. Also by exploiting attribute-based signature (ABS), the scheme can authorize
the vehicles that can most appropriately deal with the message efficiently. The results of
efficiency analysis and comparison with the related works show that the proposed
scheme is efficient and scalable in dealing with access control and message authentication
for data dissemination in VANET.
& 2014 Elsevier B.V. All rights reserved.
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1. Introduction
Vehicular ad hoc network (VANET) is regarded as a
promising approach for future intelligent transportation
system, which enables communication between vehicles
to vehicles and vehicles to roadside units. Although various
parallelized fusion [1] and domain decomposition [2] are
applied in intelligent transport system to understand the
transport data, in VANET network vehicles can exchange
information (e.g., detour, traffic accident, congestion information, and life-critical emergence messages) and provide
early warnings to nearby vehicles in order to reduce traffic
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jams near the affected areas, and the traditional methods
are not suitable in vehicular communication network.
VANET will greatly enhance driving safety and experience,
improve roadway system efficiency. Further, widespread
deployment of VANET is heavily based on a secure and
reliable infrastructure for providing accurate traffic and
road system data. However, providing security in a vehicular network is more difficult than in other networks such as
WSN due to the high mobility and wide range of vehicles
[3]. Nowadays, the security issues, such as confidentiality,
authentication, non-repudiation, localization and verification of data [4], are still the most important problem to be
solved that affect the quality of service (QoS) in vehicular
network.
Vehicular ad hoc networks are usually operated among
vehicles moving at high speeds, thus their communication
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relations can be changed frequently. In such a highly
dynamic environment, traditional security solutions face
many challenges in VANET caused by the complex vehicular communications system, dynamic user groups, realtime constraints, etc. The privacy and confidentiality of the
transmitted messages should be protected in VANET communications. Also the messages must be authenticated to
prevent attackers from injecting, altering and replaying
messages, as well as to prevent eavesdropping. Intuitively,
it is extremely dangerous that if the messages are controlled by the attackers. This could easily cause confusions
or unexpected situations especially in some emergency
applications. In many cases, it is also desirable to provide a
fine-grained access control mechanism to guarantee that
messages transmitted to corresponding users.
Specially speaking, let us see the following scenario. In case
of an emergency (e.g., a traffic accident, a fire or a bomb
threat) in a certain area of a city, police headquarters will
immediately transmit emergency messages. On one aspect,
they intend to notice policemen to deal with the emergency at
the time of accidents. On the other aspect, they want to
broadcast an alert message to the vehicles which are in this
district or will in this district, to avoid this emergency. Then,
traffic jams or serious accidents can possibly be prevented if
these emergency messages can be shared among vehicles.
Also they want to define a policy that allow someone (e.g.,
police car) in selected locations near the scene of the accident
to take over the control of traffic lights in order to facilitate
rescue and carry out orderly vehicle evacuation.
In this paper, we propose a hierarchical access control
scheme with authentication in VANET. We develop
ciphertext-policy attribute-based encryption algorithm into a
hierarchical access control scheme, which is a flexible hierarchical structure to organize all of the trust authorities in
VANET. Each vehicle has its capabilities and access rights
according to the attributes it owns. Then only the vehicles that
have certain attributes satisfying the access policy can decrypt
the broadcasted messages. Also, we apply attribute-based
signature to authenticate and authorize the appropriate
vehicles to handle the messages that satisfy specific policy.
Our contributions can be addressed in the following aspects:
(1) We propose a hierarchical message access quality
model in VANET network, by encrypting the transmitted messages in ciphertext-policy attribute based
encryption with multiple authorities. The model is
scalable and efficient in dynamic vehicular communication environment.
(2) Our scheme achieves fine-grained access control
among various types of vehicles using well defined
attributes. When a message broadcasted in VANET,
only those vehicles that possess the selected attributes
can access the messages.
(3) Our scheme enforces message authentication by integrating attribute-based signature, in order to ensure
message integrity checking and maintain anonymity
and privacy of the vehicles.

The rest of the paper is organized as follows: Section 2
details previous work in the aspects of VANET security.
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In Section 3 we present the related technologies used in
our scheme. Section 4 presents system model and algorithm definition. We give the specific construction and
performance evaluation in Section 5. Finally, we conclude
the paper in Section 7.
2. Related work
Proving a secure communication plays a vital role in
establishing a more reliable driving environment in vehicular network. There are several security threats in vehicular communication, such as forging messages and
transmitting bogus warnings by the malicious attackers,
dropping or modifying messages by man-in-the-middle
attackers, and privacy violations. To protect vehicular
communication against these various attacks, the use of
cryptographic algorithm is inevitable. ElGamal signature
scheme [5] is a way to create a secure communication in
which each vehicle has a specific public and private key
(kpu ; kpr ). However, this scheme is not suitable for broadcasting messages in dynamic vehicular environment.
Verifying the authentication of users is also important
in vehicular communication network, that is, determining
whether someone or something is the one who or what it
is claimed to be to receive the message or deal with the
message. There are some studies on this aspect in vehicular network. Kim et al. [6] propose an auditable and
privacy-preserving authentication in vehicular based on
the MAC-chain method for privacy-preserving authentication. Several efforts [7–9] have been made to protect user
privacy in the authentication process, but most of them
use a policy that places full trust on the roadside units or
the servers.
Access control is a challenging aspect in vehicular
network in which an identification of the user is checked
before gaining access to the resource. Huang et al. [10] are
the first one to introduce ciphertext-policy attribute based
encryption [11] in VANET in which vehicles are divided
into several groups and two vehicles belonging to two
different RSUs' communication ranges cannot communicate with each other directly. An improved scheme is
proposed in [12], which addresses the abovementioned
issues by employing the decentralized attribute based
encryption scheme of Lewko et al. [13]. Gongjun et al.
[14] proposed that various access control levels are predefined and each user belongs to a specific cluster based
on its role in the network. Nevertheless, none of these
schemes can provide mechanism for authenticating senders and authorizing receivers to handle the messages.
3. Building blocks
3.1. Bilinear maps
Let G and GT be two multiplicative cyclic groups of
prime order p. Let g be a generator of G and e be a bilinear
map, e: G  G-GT with the following properties:
1. Bilinearity: for all u; v A G and a; b A Zp , we have
eðua ; vb Þ ¼ eðu; vÞab .
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2. Non-degeneracy: eðg; gÞ a1.

In this section, we present an overview of our system
model and a formal definition of algorithms in our
proposed solution.

RSUs connect with the TA by wired channel and OBUs
by wireless channel through a secure channel, e.g., transport layer security (TLS) protocol. RSUs serve as the gateways to receive requests from users and deliver messages
to corresponding OBUs. At critical intersections, some
RSUs may be installed on traffic signal poles, and the
traffic signals can be controlled via these RSUs. We assume
RSU is honest but curious, which means that it is trusted to
carry out computations delegated to them by the vehicles.
It does not skip or distort computations, but may try to
learn some additional information about the messages.
Vehicles with OBUs broadcast traffic related status information among vehicles in VANET network. We assume that
the vehicles have a great number of different on-board
devices, including GPS, wireless transceivers, and on-board
radar devices. They also have tamper resistance devices to
store critical data such as equipment identifier (EID) and
cryptographic keys [20].
Attribute-based cryptography is used to greatly
improve the efficiency of secure communication among
multiple vehicles. The efficiency is due to the nature of
using attributes that can confine data access based on
various roles of vehicles.
In the system, attributes can be generally described as
follows: (i) ownership of vehicles; (ii) type of events:
accidents, a fire, a bomb threat, etc.; and (iii) property of
events. Also, attributes can be further classified as dynamic
and static attributes, depending on whether the attributes
change frequently. There are many static attributes such as
car types (e.g., police vehicles, fire engines, ambulances,
general civilian vehicles, commercial vehicles) and affiliations. Attributes can also be dynamic according to on-road
situations (e.g., location and time stamp). Each static
attribute is associated with a unique private key that is
derived from the global certificate authority (CA). The
dynamic attributes and corresponding private keys can
be derived from the local trusted authority (TA).

4.1. System overview and assumptions

4.2. Main idea

We consider VANET framework with multiple authorities organized in a hierarchical manner, as shown in Fig. 1.
The system model consists of the following four parties: a
global certificate authority (CA), the trust authorities (TAs),
the fix roadside units (RSUs) at the road side and on board
units (OBUs) equipped on mobile vehicles.
The CA is a global trusted certificate authority and
responsible for managing trust authorities in the system. It
sets up the system and generates the global secret key and
the global public key.
Each TA is a registration and certification center for RSUs
and OBUs, corresponds to road authority. There are many TAs
which divide the city roads into several domains, which
depend on different decomposition methods. Recently, many
graph-based models are applied in intelligence systems and
multimedia. They can be used as geometric image descriptors
[16,17] to enhance image categorization. Besides, these methods can be used as image high-order potential descriptors of
superpixels [18]. Further, graph-based descriptors can be used
as general image aesthetic descriptors to improve image
aesthetics ranking, photo retargeting and cropping [19].

Recall the emergency scenario as an example, when the
vehicles involve an emergency jam, it needs to cooperate
among the vehicles to promote the rapid dissipation of
congestion and reschedule the traffic lights. Generally
speaking, the data dissemination process compromises
message creation phase, message broadcasting phase and
mission execution phase.
Once an event happens, the witness vehicle sends an
emergency report message [21], which contains emergency
event type and location to an adjacent RSU. The RSU first
confirms the validity of that message by the current
standard ECDSA method [22] or other schemes [21]. If the
message is invalid, RSU will drop the message; otherwise,
RSU will inform top-level TA about the event. For some
information like taxi information, the vehicles can create a
message and broadcast itself without noticing RSU. Then TA
enforces an access policy with authentication over attributes to specify who should know the message and
determine which ones are most suitable for the rescue
mission. So we use attribute-based signature on the message to show that only the vehicles who satisfy the signing

If the group operation in G and the bilinear map e: G 
G-GT are both efficiently computable, then we say G is a
bilinear group.
3.2. Attribute-based encryption
ABE is a public key cryptography primitive for one-tomany communications. Ciphertext-policy attribute-based
encryption (CP-ABE) provides a mechanism to specify an
access policy over attributes in the encryption process. Then
the user can decrypt the ciphertext if and only if the attributes
associate with the user satisfy the access structure.
3.3. Attribute-based signature
To ensure user authentication, Attribute-based Signature (ABS) were introduced by Maji et al. [15] to provide
authentication without disclosing the identity of the users.
In ABS, users have a claim predicate associated with a
message. The claim predicate helps us to identify the user
as an authorized one, without revealing its identity. Other
users can verify the user and the validity of the message
stored.
ABE only can guarantee users to deal with data, when
attributes satisfy the access policy, but do not provide any
authentication mechanism to verify the users. ABS can be
combined with ABE to achieve authenticated access control without disclosing the identification of the user.
4. Model and deﬁnitions
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Fig. 1. System model.

structure can verify the signature and only the vehicles who
satisfy the access policy can do some reschedule of the
traffic facilities.
In this paper, we focus on the design of last two phases,
as the message creation phase can adopt the existing
schemes. To ensure security and privacy over broadcasted
messages, an access control mechanism that takes into
account the attribute values or the properties of the
recipient vehicles is suitable. We present an efficient data
access control model with authentication which provides
the desired expressiveness of the access control policies.
In order to achieve flexible data access control to
broadcasted data in vehicle network, we combine and
exploit two latest cryptographic techniques, CP-ABE and
ABS [23]. The data access control policy can be divided into
two levels: message authentication and access control
policy. The coarse-grained message authentication focuses
on allowing desired users to access the data, and finegrained access control policy provides traffic credential to
corresponding vehicles.
In our system (Fig. 1), once a message is generated, the
message sender encrypts it by CP-ABE with its access policies
T enc and then signs the encrypted file by ABS with the
monotone boolean claim-predicate (access structure) T sig .
Then the message sender broadcasts the encrypted message
with its signature to the nearest district.

Let T enc be a tree representing an access structure, we
use the same structure as in [11]. Each non-leaf node of the
tree represents a threshold gate, described by its children
and a threshold value. Each leaf node x of the tree is
described by an attribute and a threshold value kx ¼1.
Let T sig be claim-predicates represented as monotone span
program in ABS scheme [24,25,15]. If a set of attributes
U satisfies the structure, we denote T enc ðUÞ ¼ 1 and
T sig ðUÞ ¼ 1.
4.3. Algorithm definition
In this section, we give the definition of our privacy
preserving access control scheme in vehicular communication network as follows. Table 1 presents the notions to
be used in our scheme. The scheme consists of the
following six algorithms:
Setup: In this operation, both of the certification
authority and trust authorities should be set up. The CA
takes the implicit security parameters as input and output
two public and master key pairs (PKe , MK0 ) and (PKs , MKs ).
The TA takes the global public parameters PKe for encryption and outputs the trust authorities' master key.
Key generation (MK0 ; MKs ; u; A): The private key generation algorithm takes as inputs the identity of vehicle u,
the master key MK0 , MKs and a set of attributes A that
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Table 1
Notations used in our scheme.

prime order p with generator g:
MKi ¼ ðA; Di ¼ g ðα þ r

faag

Þ=βi

;
faag

Notation

Description

for 1 r ir m; 1 rj r ni : Di;j ¼ g ri

PKe ; PKs
MK0 ; MKs
SKu;e ; SKu;s
T sig ; T enc
MKi
Y
σ

System public key for encryption and signature
Master key for encryption and signature
Encryption key and signing key for user u
Key structure for encryption and signature
Master key of trust authorities for encryption
Set of leaf nodes in T enc
The data owner's signature on message

Hðai;j Þ

rfaag
i;j

; D0i;j ¼ g

faag
ri;j

Þ

ð1Þ

Next it will choose two random exponents α; β i A Z p ;
8 i A f1; 2…dg. Here we give an example of 2, and it can
be extended to any numbers d. The public key is published
as follows:
PKe ¼ ðG0 ; g; h1 ¼ g β1 ; f 1 ¼ g 1=β1 ;

describe the user. It outputs the vehicle's encryption key
SKu;e and signing key SKu;s .
Encrypt(PKe ; m; T enc ): The encryption algorithm is a
randomized algorithm that takes as input the public
parameter PKe , a message m, and an access structure
T enc . It outputs a ciphertext CT such that only a user who
possesses a set of attributes that satisfies the access
structure will be able to decrypt the message.
Sign(PKs ; SKu;s ; CT; T sig ): The sign algorithm is a randomized algorithm that takes as input the public parameter
PKs and signing key SKu;s , a ciphertext CT, and a structure
T sig . It outputs a signature σ such that only a user who
possesses a set of attributes that satisfies the structure T sig
will be able to verify the signature.
Decrypt(SKu;e ; CT): The decryption algorithm takes as
input a ciphertext CT which contains an access structure
T enc and encryption key SKu;e for user u. It outputs a
message m such that only the attributes associate with the
encryption key SKu;e satisfy the access structure T enc
associated with the ciphertext CT.
Verify(PKs ; CT; T sig ; σ ): The verify algorithm takes as
input public key for signature PKs and the owner's signature on ciphertext CT. It returns true such that only the
attributes associated with the signature σ satisfy the
structure T sig associated with the ciphertext CT.

5. Construction
We design our privacy preserving authenticated access
control scheme for securing data in vehicular communication. This scheme achieves flexible, policy-based access
control by extending CP-ABE and combining ABS. In the
following section we mainly give the scheme description
in detail. We conduct extensive studies to demonstrate
that our framework can provide security protection in
VANET. Furthermore, we also give a detailed comparison
of our scheme with several latest existing schemes.

5.1. Scheme description
5.1.1. System initialization
There are two steps during the system initialization
phase: the CASetup and the top level TASetup. The
certificate authority runs the Setup algorithm to create
system public parameters and master key:
ABE.CASetup(d): Here d is the numbers of the trust
authorities. The algorithm chooses a bilinear group G0 of

h2 ¼ g β2 ; f 2 ¼ g 1=β2 ; eðg; gÞα Þ

and the master key is MK0 ¼ ðβ1 ; β2 ; g α Þ.
ABS.CASetup(d): The algorithm chooses suitable cyclic groups G and H of prime order p, equipped with a
bilinear pairing e: G  H-GT . It also chooses a collisionresistant hash function H: f0; 1gn -Znp . Then it chooses
random generators: g’G; h0 ; …htmax ’H. The public key
is PKs ¼ ðG; H; H; g; h0 ; …htmax Þ.
Trust authority grant: A trust authority is associated
with a unique ID TA and a recursive attribute set
A ¼ fA0 ; A1 ; …; Am g, where Ai ¼ fai;1 ; ai;2 ; …; ai;ni g with ai;j
being the jth attribute in Ai and ni being the number of
attributes in Ai. When a new authorized trust authority
wants to join the system, the certificate authority calls
ABE.TASetup to generate the master key for TAi . After
getting the master key, TAi can authorize the next level
attribute authorities or users in its domain.
ABE.TASetup(PKe ; MK0 ; A): The trust authority setup
algorithm will choose a random number r ftag A Zp for the
trust authority ta, and choose m random numbers
r iftag A Zp , one for each set Ai A A. And then it selects a
random number r ftag
i;j A Zp for each attribute ai;j ; 1 r i rm;
1 rj rni . It computes the master key MKi for
TAi ; 8 i A f1; 2g as shown in Eq. (1).
ABS.TASetup: The algorithm chooses random
a
a
b
a0 ; a; b; c’Znp and set: C ¼ g c ; A0 ¼ h00 ; Aj ¼ hj and Bj ¼ hj
ð 8 jA ½t max Þ. The master key of the trust authority is
(a0 ; a; b), and the public key of the trust authority is
(A0 ; …Atmax ; B1 ; …Bt max ; CÞ:.
~ ¼ Di :f r~
SKu;e or MKi þ 1 ¼ ðA; D
i
faag
forai;j A A: D~ i;j ¼ Di;j :g r~i
~
~ 0 ¼ D0 g r~ i;j Þ
Hðai;j Þr i;j ; D
i;j
i;j
faag

faag

faag

;
ð2Þ

5.1.2. Key generation
When a new user or a new subordinate trust authority,
denoted as TAi þ 1 , wants to join the system, the top-level
trust authority denoted as TAi will first verify whether the
new entity is valid. If true, TAi assigns an attribute set
A  A. The master key of TAi is of the form MKi ¼ ðA; D;
for1 r ir m; 1 rj r ni : Di;j ; D0i;j Þ. The algorithm randomly
chooses r~ ftag A Zp for each user u or trust authority, a
random number r~ ftag
A Zp for each set Ai A A, and a random
i
number r~ ftag
A
Z
for
each ai;j A A. Then it computes the
p
i;j
encryption key for the user or the trust authority as shown
in Eq. (2).
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m

fc

Event Event
Assigned Vehicle Expired
(optional)
(optional)
Type Location
Type
Time
Fig. 2. Message format.

The secret key SKu;e or MKi þ 1 is a secret key of the
attribute set. Since the algorithm re-randomizes the key,
the key is equivalent to the one received directly from the
certificate authority.
ABS.Key: The algorithm takes the master key and
attribute set as input, then choose random generator
1=a
1=ða þ biÞ
K base ’G, then set K 0 ¼ K base0 ; K i ¼ K base
ð 8 i A AÞ, the
signing key is then SKu;e ¼ ðK base ; K 0 ; fK i jiA AgÞ.
5.1.3. Message broadcasting
As shown in Fig. 2, when receiving an emergency event
report forwarded by any RSU, TA will generate a message
m including event type and event location, also generate a
facility credential fc including assigned vehicle type and
expired time, then encrypt the credential with access
policy T enc for who could deal with the emergency, finally
sign the whole message with policy T sig in the form of σ,
for providing authorization to the recipient vehicle, and
finally broadcast it over VANET.
The traffic facility credential fc is encrypted with access
policy T enc in the following encrypt algorithm:
Encrypt(PKe ; fc; T enc ): The algorithm first chooses a
polynomial qx for each node x (including the leaves) in the
tree T enc . These polynomials are chosen in the following
way in a topdown manner, starting from the root node R.
For each node x in the tree, set the degree dx of the
polynomial qx to be one less than the threshold value kx of
that node, that is, dx ¼ kx 1.
Starting with the root node R, the algorithm chooses a
random s A Zp and set qR ð0Þ ¼ s. Then, it chooses dR other
points of the polynomial qR randomly to define it completely. For any other node x, it sets qx ð0Þ ¼ qparentðxÞ ðindexðxÞÞ
and chooses dx other points randomly to completely define
qx. The function parent (x) denotes the parent of the node x
in the tree. The access tree T enc also defines an ordering
between the children of every node, that is, the children of
a node are numbered from 1 to num. The function index (x)
returns such a number associated with the node x. Where
the index values are uniquely assigned to nodes in the
access structure for a given key in an arbitrary manner. The
function att (x) is defined only if x is a leaf node and denotes
the attribute associated with the leaf node x in the tree.
Let Y be the set of leaf nodes in T enc . Then it computes
encryption as
s
CT ¼ ðT enc ; C~ ¼ fc:eðg; gÞαs ; C i ¼ hi ;
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advantage of T enc to ensure that only the attributes
satisfying the T enc can decrypt the encrypt message. Using
the fc, the assigned vehicle can control traffic signals or
other facilities around the area where an emergency has
occurred.
Finally, the whole message mm is signed in signing
algorithm as shown in Algorithm 1. The signature hides
the attributes used to satisfy the predicate and any
identifying information about the message sender.
Algorithm 1. Sign(PKs ; SKu;s ; mm; T sig ).
1: Convert T sig to its corresponding monotone span program M
A ðZp Þlt , with row labeling u: ½l-A.
2: Compute the vector !
v that corresponds to the satisfying
assignment.
3: Compute μ ¼ HðmmjjT sig Þ.
4: Pick random r 0 ’Znp and r 1 ; …; r l ’Zp
0
i
5: Compute Y ¼ K rbase
; Si ¼ ðK vuðiÞ
Þr0  ðCg u Þri ð 8 iA ½lÞ;

Mij r i
ð 8 jA ½tÞ.
W ¼ K r00 ; P j ¼ ∏li ¼ 1 ðAj BuðiÞ
j Þ

6: The signature is σ ¼ ðY; W; S1 ; …; Sl ; P 1 ; …P t Þ.

5.1.4. Rescue mission execution
After receiving the signed message in a predefined short
time period, the message recipient vehicle first verifies the
signature by running Verify(PKs ; σ ; mm; T sig ) algorithm to
verify the signature attached in the data, to ensure the
receiving messages coming from the claimed source. Also
only the recipients' attributes satisfy the policy in the
signature can the recipients verify the signature.
Algorithm
T sig >).

2. Verify(PKs ; σ ðY; W; S1 ; …; Sl ; P 1 ; …P t Þmm;

1:

Convert T sig to its corresponding monotone span program

2:
3:
4:

M A ðZp Þlt , with row labeling u: ½l-A.
Compute μ ¼ HðmmjjT sig Þ.
if Y ¼1, then reject;
Otherwise for jA ½t, check the following constraints:
?

eðW; A0 Þ ¼ eðY; h0 Þ
l

(
?

M ij
Þ¼
∏ eðSi ; ðAj BuðiÞ
j Þ

i¼1

eðY; h1 ÞeðCg u ; P 1 Þ; j ¼ 1
5:
eðCg u ; P j Þ; j 41

Return accept if all the above checks succeed, and reject
otherwise.

If the vehicle has the attributes to gain the authority to
control the traffic signals/facilities governed by the RSU, it
then can run Decrypt(SKu;e ; CT) algorithm to decrypt the
traffic facilities fc.
Decrypt(SKu;e ,CT): We specify the decryption procedure as a recursive algorithm. We first define a recursive
algorithm DecryptNode(CT; SKu;e , x) that takes as input a
ciphertext CT, a private key, which is associated with a set
of attributes A and a node x from T enc .
If the node x is a leaf node then we let i ¼ attðxÞ and
define as follows: If i A A, then

8 y A Y: C y ¼ g qy ð0Þ ; C 0y ¼ HðattðyÞÞqy ð0Þ Þ


 eðDi;j ; C x Þ
DecryptNode CT; SKu;e ; x ¼
¼ eðg; gÞrqx ð0Þ :
eðD0i;j ; C 0x Þ

For better rescue efficiency, the whole message contains a traffic facility credential that is used to delegate the
authority to control traffic facilities. The algorithm takes

If i2
= A, we define DecryptNodeðCT; SKu;e ; xÞ ¼ ?.
We now consider the recursive case when x is a nonleaf node. The algorithm DecryptNode then proceeds as
follows: For all nodes z that are children of x, it runs
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Fig. 3. Performance of CP-ABE algorithm.

DecryptNodeðCT; SKu;e ; zÞ and stores the output as Fz. Let
Ax be an arbitrary kx-sized set of child nodes z such that
F z a ? . If no such set exists then the node was not
satisfied and the function returns ? . Otherwise, we
compute
Δ ;A0x ð0Þ

Fx ¼ ∏ Fz i
z A Ax

;

where A0x ¼ findexðzÞ: z A Ax g

¼ ∏ ðeðg; gÞrqz ð0Þ ÞΔi ;Ax ð0Þ
0

z A Ax

¼ ∏ ðeðg; gÞrqparentðzÞ ðindexðzÞÞ ÞΔi ;Ax ð0Þ
0

z A Ax

¼ ∏ eðg; gÞrqx ðiÞΔi ;Ax ð0Þ
0

z A Ax

¼ eðg; gÞrqx ð0Þ

ðusing polynomial interpolationÞ

and return the result.
Now that we have defined our function DecryptNode,
we can define the decryption algorithm. The algorithm
begins by simply calling the function on the root node
R of the tree T enc . If the tree is satisfied by T enc we set
A ¼ DecryptNodeðCT; SKu;e ; rÞ ¼ eðg; gÞrqR ð0Þ ¼ eðg; gÞrs . The
algorithm now decrypts:
s
C~ =ðeðDi ; C i Þ=AÞ ¼ C~ =ðeðhi ; g ðα þ rÞ=βi Þ=eðg; gÞrs Þ ¼ fc:

Then, the vehicle can get the traffic facility credential fc to
control the traffic signals/facilities with the help of
nearest RSU.

6. Implementation
In this section, we demonstrate the performance analysis based on practical implementation and give the
complexity analysis in terms of the computational
overhead that put on each operation. Also, we give a
detailed comparison of our scheme with several latest
existing works.

6.1. Performance analysis
In order to evaluate the performance of our scheme, we
use libfenc library [26], which uses key encapsulation
mechanism, and adopt a 224-bit MNT elliptic curve from
the Stanford Pairing-Based Crypto library [27] to implement
our scheme in software. Our experiments are done on three
dedicated hardware platforms: a 3.20 GHz Intel Core CPU
with 4 GB of RAM running 32-bit Linux Kernel version 3.2.0, a
1.3 GHz ARM-based OPPO R829T with 960.54 MB of RAM
running Android OS, and a 1.3 GHz ARM-based Nexus
ME370T with 1 GB of RAM running Android OS.
In a CP-ABE scheme, the ciphertext size and the encryption/decryption time depend on the complexity of access
policy in the ciphertext, and they increase linearly with the
growing number of attributes in the access policy. To illustrate
this, we randomly choose 100 attributes, and each attribute is
defined as Ai. Then we build the most complex policies as the
form (A1 AND A2 AND…AND An) of which the values of N
increase from 1 to 100 in policy. Also we construct a
corresponding standard decryption key that contains exact
N attributes. This approach ensures that all the attributes are
involved in the encryption and decryption phases.
Fig. 3 demonstrates the encryption and decryption time
with the increase of access policy attributes. We give the
most complex policies in the experiments, whereas the
number of attributes may be just no more than ten in
VANET network. As shown in the figure, we can see that
our scheme is comparatively efficient with a certain
number of attributes in various devices, even in mobile
devices with limited resources. We believe that ABE is
crucial for achieving data privacy in the internet of thing,
in contexts such as Smart Homes [28] and Smart Cities
[29] due to its advantages over traditional public key
encryption.
6.2. Computational complexity analysis
The computational complexities which are included in
the main steps are summarized in Table 2.
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Table 2
Computational complexity.
Operation

Complexity

System setup
Create the message
Read the message
Get the credential

O(2N)
Oð2jYjþ ltÞ
Oð2jYjÞ
O(2lt)

System setup: When the system is set up, the certificate
authority selects a bilinear group and some random
numbers. When PK and MK for encryption and signature
are generated, there will be several exponentiation operations. So the computational complexity of system setup is
O(1). For trust authority or new user granting, the computation of MKi consists of two exponentiations for each
attribute in the operation, and the computational complexity is O(2N ), where N is the number of the attributes
in the set of new user or trust authority.
Create a message: In this operation, the message sender
vehicle needs to encrypt the facility credential using CPABE and sign the whole message with ABS. Encrypting the
facility credential with a tree access structure T enc consists
of two exponentiations per leaf node in T enc . The computational cost of ABS.sign grows linearly with the size of
access structure's matrix fl  tg, which is the monotone
span program that converted from its corresponding
access structure, so the computational complexity is
Oð2jYj þltÞ, where Y denotes the leaf nodes of T enc .
Read the message: In this operation, the computational
overhead generated by one operation of ABS.verify.
Get the credential: In this operation, the message
recipient first runs Decrypt algorithm. The Decrypt algorithm consists of two pairing operations for every leaf
node used to satisfy the tree, one pairing and one exponentiation for each node on the path from the leaf node to
the root. So the computational complexity varies depending on the access tree and key structure.
6.3. Discussion
Recall that our privacy preserving access control
scheme is extended from CP-ABE [11] with a hierarchical
structure using a delegation algorithm and ABS [15] with
multi-authorities. We prove the security of our scheme
directly based on the security of CP-ABE and ABS. Thus, our
scheme is expected to have the same security property as
them, which has been proven to be secure under the
generic bilinear group model [11] and the random oracle
model [15].
In the following, we analyze security properties of our
proposed scheme, whose focus is to provide fine-grained
access control, full delegation of RSUs and to efficiently
share confidential data among vehicles. Our proposed
scheme achieves both security and scalability. Our hierarchical attribute-based access control scheme inherits not
only scalability due to its hierarchical structure, but also
flexibility access control in supporting message authentication. We compare our scheme with existing schemes in
Table 3 and show that our scheme is flexible and scalable.
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Table 3
Comparison of our scheme with existing schemes.
Schemes Access policy
expressiveness

Type of authorities

[10]
[12]
Ours

One CA
No
One CA, multi-RSUs No
One CA, multiYes
hierarchical RSUs

Restricted
Complex
Flexible

Anonymous
authentication

Fine-grainedness of access control: In our proposed
scheme, the message sender vehicle is able to define and
enforce expressive and flexible access structure for the
selected vehicles. Whereas the paper in [10] handles only
one type of access policy, which is a very restrictive assumption. Specifically, our scheme also exploits attribute-based
signature for supporting anonymous authentication on the
message.
Full delegation of RSUs: There is no coordination among
different RSUs in [10]. Although it can communicate with
one another across domains of different RSUs in [12], the
RSUs are not scalable. In our scheme, multiple RSUs are
delegated from the CA and structured in a hierarchical
manner.
Data confidentiality: Our data is encrypted using
ciphertext-policy attribute based encryption, security of
the proposed scheme is merely relied on the security of
hierarchical CP-ABE. Actually, the standard CP-ABE is
provably secure under generic group heuristic [11].

7. Conclusion
Recently, security and privacy issues in VANET network
have attracted considerable attention. In this paper, we
introduce a hierarchical attribute-based access control for
realizing scalable and fine-grained access control in transmitted messages over VANET. The scheme not only provides fine-grained access control but also authenticates
vehicles who could have the privilege to control traffic
lights/signals. The comparison between existing latest
works shows that this scheme achieves a good performance on the efficiency of access control in VANET
network.
Our future work will be on the investigation of more
application scenarios for message broadcasting in different
VANET configurations.
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